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He ko)xHa 3MiHa nokpaluye Bikineaito

— AEeHAKI Il COTBOPIOIOTD.

Example of edit (a.k.a. revision) reverting a bad-faith one (revision_id =1149625753).

Lvov emerged as the centre of the historical Lviv emerged as the centre of the historical
regions of [[Red Ruthenia]] and [[Galicia regions of [[Red Ruthenia]] and [[Galicia
(Eastern Europe) |Galicia]] in the [[l4th (Eastern Europe) |Galicia]] in the [[14th

Xou4a icHyBanu moaeni, Wwo gonomMaranuv naTtpynabHUM
(Hanpuknag, ORES), 3anuwanncs Biakputi npobriemu,
TakKi 9K:

e [IpoayKTUBHICTb MOaenen;

° OKpPUTTA MOB,; Bikinepia:Banganizam
o H eyﬂepeﬂ,)l(eHiCTb BaHganizm y Bikinenli — ABHO WKIOHWULKE O00aHHA,
‘ i f- BWAANEHHA YK 3MIHA BMICTY, CKOEHE 3YMUWUCHE 3 METOH

CKOMNPOMETYBATW OOCTOBIPHICTE | ABTOPWUTETHICTE. .

W
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Fair Multilingual Vandalism
Detection System for Wikipedia

REVISION

L e e TN Mera:

' Lst oftext changes|  Widiexts CTBOPUTN MOAE/b, IKa ONOMAara€ peaakTopam
IR v BM3HaYaTW NMPaBKW, LLIO NOTPEBYIOTb NaTPY/IIOBaHHS.

Oinxin;
e BUKOpPKMCTOBYBATK ICTOPUYHI AaHi NPO CKaCyBaHHA

pre-trained text
classification model

*/1’] — N 3MiH O/191 HAaBYaHHS! MOAEeNeN MALUMHHOIO HaBYaHHS.
I\uProbabiIity outputs] [_u Scores outputs ]
ﬁf}er softmax Ia‘\ﬁer) (be;’ore softmax Iav{)‘ Pe3y1'| bTaT:
Mean poolig | | | Maxpecing Mean pooling | | | Max pooing e Binokputa, 6aratoMoBHa MoAeNb /14 NaTpy/NHOBaHHA
\ Content . .-
\\h \ features / ,f’ KOHTeHTy Ha BIK”-Ie.D'”;
Revision and L  [epeepLuye nonepeaHi SOTA-moaeni 3a

user metadata e L
> classification

mwedittypes model NPOAYKTUBHICTIO Ta HEYNEPEOKEHICTIO;
e BnpoBaa)xeHa i npautoe onsa 4/ MoB.

Authors: Mykola Trokhymovych, Muniza Aslam, Ai-Jou
Chou, Ricardo Baeza-Yates, Diego Saez-Trumper ..' Wikimedia
KDD’23 Industry Track API Portal




AHOHIMHI pepaKTopyn MaloThb 22 anon. all
BULLMIA BiACOTOK ckacoBaHux 3smiH. 7. 28% VS. 8%

Disparate Impact Ratio (DIR)

Mopeni nepeHaB4YaloTbCS i DIR = Prd=lD=unprivilaged) — =20
Pr(Y 1|D=privilaged)

NOYMHAIOTb ANCKPUMIHYBATMH Pr - probability *for ORES
dHOHIMHUNX KOPUCTYBAaU4IB. Y - predicted value,

D - agroup of users (anon. or registered)
AHOHIMHI P€AaKTOPU pip,me PU3uK 3MeHLLUeHHA
3a/IMLLUAIOTbCA TA NPOAOBXYIOTb I KINBbKOCTI aKTUBHMX
POGUTU BHECOK. B PpepakTopis.



BaHganiam nos3a Bikineagiero

Malicious changes to Wikidata:

Example of a revision (ID: 593195479) vandalizing the Wikidata entry for
Bulgaria. Original triple IDs are mapped to their corresponding English labels.

before (Q219 (Bulgaria)] [ P85 (anthem) |(Q182115 (Mila Rodino)

after

'Q219 (Bulgaria))

' P85 (anthem) |(Q28572509 (Despacito)

Axkunn rimH bonrapii? ==

(TL ;DR

Why does Siri think the national anthem of Bulgaria is
‘Despacito?’ / A cursory investigation with no clear answer in N _
Sight || 8 LuisfFONS I

gsicinol

by Nick Statt
| Oct 5, 2017, 1:15 AM GMT+2

theverge



https://www.theverge.com/2017/10/4/16427146/apple-iphone-siri-bulgaria-national-anthem-despacito-incorrect
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Graph-Linguistic Fusion: Using Language Models for Wikidata Vandalism
Detection
Mykola Trokhymovych, Lydia Pintscher, Ricardo Baeza-Yates, Diego Saez Trumper

Abstract PDF

We introduce a next-generation vandalism detection system for Wikidata, one of the largest open-source structured
knowledge bases on the Web. Wikidata is highly complex: its items incorporate an ever-expanding universe of factual

66 Cite

triples and multilingual texts. While edits can alter both structured and textual content, our approach converts all edits

into a single space using a method we call Graph2Text. This allows for evaluating all content changes for potential ¥ Search
vandalism using a single multilingual language model. This unified approach improves coverage and simplifies

maintenance. Experiments demonstrate that our solution outperforms the current production system. Additionally, we are

releasing the code under an open license along with a large dataset of various human-generated knowledge alterations,

enabling further research.

Anthology ID: 2025.acl-industry.21
Volume: Proceedings of the 63rd Annual Meeting of the Association for Computational Linguistics (Volume 6:
Industry Track)
Month: July
Year: 2025
Address: Vienna, Austria
Editors: Georg Rehm, Yunyao Li
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LLllo mn 3Haemo npo Wikidata?

Label  Madrid (q2807) ____Item Identifier (QID) o CTPYKTYpOBaHE CXOBMULLIE 3HAHb
Description municipality and capital of Spain O N1OO M/J1 H+ TpM I-”-IeTIB y Wlkldata
* In more languages
Contigure Multilingual labels Multilingual descriptions o ~8 MpPaBOK Ha CeKyHay
Language Label Description P . . .
English Madrid municipality and capital of Spain ° ISHOMAHITTA TUNIB 'D'a HX.
Russian Magpug, cTONMLA W KPyNHeiLmii ropog, Mcnanum O TeKCT[/I 6|f| bLL HI)K 300 MOBAMWU
Spanish Madrid capital y municipio mas poblado de Espafa O M|TKV| HaCy
Catalan Madrid capital d'Espanya

o Ymcnosi 3HAYEHHA
Statements

Property - Iue o ['eorpadiyHi KoopanHaTtm
E—TTTIIL > | 6araro HLLOro..

. Collapsed references . . .
o XXu1BUTb UMCNEHHI CepBICK B IHTEPHETI




Challenges:

e AHOHIMHI Ta HOBI KopucTtyBaui: AHOHIMHI Ta
HOBI pegakTopu 3a3BMYan MatoTb BULLIUW
BIACOTOK CKACOBaHMX 3MIH.

e BnpoBagxeHHA: Moaoenb NOBUHHA
npautoBaTH NP oOMeXEHNX
obumncnoBanbHUX pecypcax.

e CKNnapHIiCcTb KOHTEHTY: [1peacTtaBneHHS
Wikitext ona enemeHTa Wikidata €
CK/TAQHOIO BK/1AAEHOI CTPYKTYPOLO
CNOBHUKIB a0 CrNuCKiB.

{"type":"item","id":"Q105644691","labels":{"es":{"language":
n":{"language":"en","value":"Eva Mora"},"ca":{"language":"cz
iptions":{"es":{"langggge":"es","value":"periodista y report
nd reporter"},"ca" {"language":"ca","value":"periodista i re
n verslaggever"},"gl":{"language":"gl","value":"periodista e
{"snaktype":"value","property":"P31","hash":"ad7d38a03cdd40c
m","numeric-id":5,"id":"Q5"},"type":"wikibase-entityid"}},"t
9","rank":"normal"}],"P21": [{"mainsnak":{"snaktype":"value",
avalue":{"value":{"entity-type":"item","numeric-id":6581072,
d":"Q105644691$8558b1lcc-4b29-6a19-5d75-8ecleec2160b"," rank" :
ash":"943348al1lc561d670ec8f5fabl1132465a7¢c779b55","datavalue":
ype":"wikibase-entityid"}},"type":"statement","id":" Q1056446
{"snaktype"'"value","property" "P106" ,"hash":"54bde886150c59
m","numeric-id":42909,"id":"Q42909"},"type" :"wikibase-entity
6b0925a", " rank" :"normal"}],"P569": [{"mainsnak" : {"snaktype":"
ff","datavalue":{"value":{"time":"+1974-10-21T00:00:00Z2" ,"ti
\/www.wikidata.org\/entity\/Q1985727"},"type" :"time"}},"type
ank":"normal"}],"P19": [{"mainsnak":{"snaktype":"value","prop
e":{"value":{"entity-type":"item","numeric-id":2807,"id":"Q2
31":[{"snaktype":"value","property"'"P131" "hash'" :"936ab6c53
tem","numeric-id":5756,"id":"Q5756"},"type" :"wikibase-entity
-6668-9996fe8c5105"," rank" :"normal"}],"P69": [{"mainsnak":{"s
01e3369306e","datavalue":{"value":{"entity-type":"item", " nunm
e'":"statement","qualifiers":{"P512": [{"snaktype":"value","pr
alue" {"value":{"entity-type":"item","numeric-id":43236300,"
ue","property":"P580","hash":"f77e401c3294559f5f96¢c8fc1l8f160
one":0,"before":0,"after":0,"precision":9,"calendarmodel”:"h
[{"snaktype":"value","property":"P582","hash":"f84ab79307da7
00:00:00Z","timezone":0,"before":0,"after":0,"precision":9,"
ime"}}1},"qualifiers—order": ["P512" "P580","P582"],"id":"Q1l@
ak":{"snaktype":"value","property":"P69","hash":"5d67c53bf4@
m","numeric-id":5854722,"id":"Q5854722"},"type" :"wikibase-en
e","property":"P512","hash":"7a8ce79aab6d1b7406d20d%9af185477a
2697,"id":"Q45892697"},"type" :"wikibase-entityid"}}]1,"P580":




[TapCUHIr O3HakK

DeepDiff v 8.2.0

downloads |21Mfmonth | python 3.8 | 3.9 | 3.10 | 3.11 | 3.12 | 3.13 | license JMER ) Unit Tests |passing

Modules

+ DeepDiff: Deep Difference of dictionaries, iterables, strings, and ANY other object.
» DeepSearch: Search for objects within other objects.

» DeepHash: Hash any object based on their content.

« Delta: Store the difference of objects and apply them to other objects.

« Extract: Extract an item from a nested Python object using its path.

+ commandline: Use DeepDiff from commandline.

£0) 1,220 Commits The MIT License (MIT)

lastweek | | Copyright (c) 2014 - 2021
www. zepworks.com

last week

last week Used by 15.3k

Contributors 72
DB L
> @lLsx

+ 58 contributors

DeepDift

Inserting description

description/ bg

description / bg h

+ ctonvuarta Ha WcnaHus

Removing statement

Property / instance of

- city

['descriptions['bg:
{'value': 'ctonuuarta Ha cnaHuA'}

['claims'|['P31': [{'datavalue": {'value"

Changing statement

p
Property / coordinate location

40° 25' 0", -3° 42' 9"
Latitude 40.416666666667
- Longitude -3.7025
Precision ©.00027777777777778

Globe Earth

Property / coordinate location

40° 25' 1", -3° 42' 12"
Latitude 40.416944444444
-+ Longitude -3.7033333333333
Precision 0.00027777777777778
Globe Earth

{'entity-type": 'item’, 'id": 'Q515}}}]

~

['claims']['P625"|['datavalue']['latitude’]:
{'new_value': 40.251, 'old_value'": 40.250}
['claims']|['P625']['datavalue]['longitude’]:

{'new_value': -3.4212, 'old_value'". -3.429}




[eTtani o6pobkKun Tekcty

Tpwu pi3Hi cnrHanm — ogHa mana MmoBHa moaenbs (SLM).

<prefix> <inserted text>
(add:JE'Madrid Half Marathon" labels de Madrid Halbmarathon}

A

Change <prefix> <removed text>
type { remove:)("Ozuna" claims "place of death" wikibase-entityid "Madrid" |

prefix
., <prefix> <old version of the text> <separation token>

| change:|"Fermina Ordufia" claims "residence" "Madrid')( <SEP>)

<new version of the text>
"Fermina Ordufia" claims "residence" "Valencia"|




Cxema cmcremm

Wikidata revision

\ 4
Feature preparation /
( V N 4 v N 4 *
revision textual triples
_ metadata ) (modification| |modification
\ 4
Wikidata ID
to description
\ 4 \ 4
pre-trained text
classification model
—Y ,
prgsﬁl:g (—[ Scores outputs ]l
Y

Final classification
model

—>» Revert-risk score



OuiHKa AKOCTI CUCTEeMM

Table 3: System performance on holdout testing set.

Model [AUC ClI |[FR@0.99/FR@0.9|FR@0.7
Rule-based | 0.760 [[0.74, 0.78]| 0.0 0.0 0.92
ORES [0.859[[0.84, 0.87]| 0.45 0.88 0.94
MbC  |0.880[[0.87,0.89]| 0.55 0.89 0.94
CbC  |0.876([0.86,0.89]| 0.60 0.82 0.93
Graph2Text|0.924[[0.91, 0.93]| 0.71 0.91 0.96

e Rule-based: all revisions by anonymous users

are reverted;

e ORES: previous SOTA model;
e MbC: Metadata-based Classifier (MbC)

e CbC: Content-based Classifier (CbC)

e Graph2Text: proposed model (CbC + MbC)

ORES -
MbC -

CbC -
Graph2Text -

ORES -
MbC -

CbC -
Graph2Text -

H

| | | |
06 0.7 08 09 1.0
(1.a) Anonymous

o

—_—

ORES -
MbC -

CbC -
Graph2Text -

| | | |
06 0.7 08 09 1.0
(2.a) Human items

—

f—

ORES -

MbC -

CbC -
Graph2Text -

| | | I
06 07 08 09 1.0
(3.a) Textual edits

H

| | | I
06 0.7 08 09 1.0
(4.a) English texts

ORES -

MbC -

CbC -
Graph2Text -

}_

ORES -

MbC -

CbC -
Graph2Text -

| | | |
06 0.7 08 09 1.0
(1.b) Registered

[ 1 | 1
06 07 08 09 1.0

(2.b) Non-human items

ORES -

MbC -

CbC 4
Graph2Text -

| | | J
06 07 08 09 1.0

(3.b) Non-textual edits

ORES -

MbC -

CbC -
Graph2Text -

| | | J
06 07 08 09 1.0

(4.b) Non-english texts

Figure: Models performance (AUC)



HabyTi 3HaHHSA

Mun MOXXeMO OLiIHIOBATU AKICTb 3MIH
KOHTEHTY, HE aHani3y4Ynm caM KOHTEHT.
CunbHi 6a3oBi mogeni NoTpebytoTb
LUBUOKOIO MPOLECUHIY O3HAaK
(Hanpuknaa, MeTagaHi KopucTyBaua).
CunbHI O3HAaKM KOHTEHTY AOoNoMaralTb
3MEHLUNTU YNepemKeHICTb.
BnpoBag)xeHHsa ctaHOBUTL 80% poboTtu.

Graph

Features
preparation

Binary
classifier




AAKyto!

EI _____ EI Mykola Trokhymovych

il trokhymovych.com
E mykola.trokhymovych@upf.edu
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	Анонімні редактори мають вищий відсоток скасованих змін.

	anon.


	28%
	VS.
	all


	8%
	Моделі перенавчаються і починають дискримінувати анонімних користувачів.
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